Security Auditing

Performance is not the only thing that it’s important to monitor in Windows Server 2003. In today’s business environment, perhaps even more vital than ensuring top performance is the ability to ensure that sensitive data is kept secure. Security auditing allows you to track access to and modifications of objects, files or folders and to determine who has logged on (or attempted to do so) and when. 

Security events are logged in the Security log, accessible by administrators via the Event Viewer. An audit entry can be either a Success or a Failure event in the Security log. A list of audit entries that describes the life span of an object, file or a folder is referred to as an Audit Trail. The primary types of events that you can choose to audit include the following:


Computer logons and logoffs.


System events (when a computer shuts down or reboots, or something happens that affects system security, such as the audit log being cleared, system time is changed, or an invalid procedure call port is used to try to impersonate a client)


User and computer account management tasks (such as the creation of accounts or changes to account status or permissions).


Access to files, folders and objects. 

Configuring security auditing will help you to track potential security issues and provide evidence in relation to security breaches. It is best practice to create an Audit Plan before you enable auditing on your system. The audit plan will detail the purpose and objectives of the audit. The audit plan should contain the following:


The type of information you want to audit 


How much time you have to review audit logs


The resources you have for collecting and storing audit logs (disk space, memory and processor usage)


The intended scope of the audit

You’ll need to ask yourself some questions as you prepare the audit plan. Is the purpose of the audit plan is to prevent security breaches from unauthorized sources? If so, you need to enable the Audit Failure events on logons and collect information on it. Is the objective of the auditing is to get a snapshot of the organization’s activities for forensic purposes? In that case, you need to enable both success and failure events to collect data on all applications.

It is important to remember that the audit trail information can result in a very large amount of data if the both success and failure audits are enabled. Too wide a scope for the audit can also make it difficult for you to find the information you’re looking for within a huge file that records thousands of events.

Note
The administrative account or administrative privileges are a prime target for hackers so there is always the possibility of intruders gaining administrator access to your system. With these privileges, an intruder can do malicious damage to your system and delete the audit events from the event log. If this happens, there will not be an audit trail to determine the cause and the damage to the system. To minimize the damage that would be caused by such an attack, you need to duplicate the audit information periodically. You can use Microsoft Operations Manager (MOM) to copy audit events periodically and store them in a secure network drive; this provides a backup of the audit trail information.

MOM is a monitoring and management tool released by Microsoft in 2000 and used for a wide variety of enterprise level management tasks. You can download a trial version on Microsoft’s web site at http://www.microsoft.com/MOM/default.asp. 

Defining and Modifying Auditing Policies for Event Categories

The audit policy has to be configured before you can log any audit information on access to files, folders and objects. You can define audit policies for any of the following:


Local computer


Domain controller


Domain


Organization unit. 

The Audit Account Logon Events and Audit Logon Events items are enabled for auditing by default in Windows Server 2003. By default, object access is not enabled. You can view the security audit entries under the Security section of the Event Viewer. 

Policies for the Local Computer

Let’s learn how to define an audit policy on a local computer. The local audit policy dictates the audit procedures on the local machine. It does not dictate the audit policy for the rest of the network computers. Exercise 9.02 walks you through the steps required to enable the auditing policy on the local computer. You need to have administrator access to perform any of the auditing policy changes.
Exercise 9.02

enabling audit policy on local machine

1.
Click Start | Programs | Administrative Tools | Local Security Policy.

2.
In the left pane of the console, expand  Local Policies click Audit Policy. Your screen should look similar to Figure 9.19.

Figure 9.19 Local Audit Policy Settings
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3.
In the right details pane, select and double click the option for which you want to  define audit policy. For this exercise, select Audit object access option. You see a dialog box similar to Figure 9.20. Here you can choose to enable success and/or failure audits by checking the option box(es).

Figure 9.20 Enable success or failure audit options.
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4.
Click OK or Apply button. Now we can enable auditing on objects, files and folders on the local computers. Please refer to the Enabling auditing of object access section for further details.

EXERCISE END

Policies for Domain Controllers

The next step is to learn the steps top create an audit policy for the domain. This audit policy will apply to each computer in the domain. The audit policy is defined at the domain controller machine. The individual machine does not need to specify any audit policies. (They are automatically inherited from the domain controller). Exercise 9.03 shows the steps used to enable audit policy on a Domain Controller. The steps are similar to the previous heading.
Exercise 9.03

Enable audit policy on a domain controller

1.
Click Start | Administrative Tools | Domain Controller Security Policy
2.
In the left console pane, expand the appropriate nodes and navigate to Computer configuration | Windows settings | Security settings | Local Policies | Audit Policy 

3.
Double click the item on which you want to define the audit policy as shown in figure 9.20.

4.
Choose to enable success and/or failure event auditing by checking the correct option box(es).

5.
Click OK or Apply.

EXERCISE END

Policies for a Domain or OU

We can also define security audit policies for domain or an organization unit (OU).  The security audit policy need to be integrated into the Active Directory in this case. All the members of the Active Directory inherit the audit policy in this case. The audit policy is not dictated by the local computers settings or the domain controller. Exercise 9.04 shows how this is done.
Exercise 9.04

defining AUDITING policy for domain or ou

1.
 Click Start | Administrative Tools | Active Directory Users and Computers.

2.
In the left console pane, right click the domain or organization unit for which you want to define the audit policy. 

3.
Select the Properties tab and then select the Group Policy tab.

4.
Select the group policy object (GPO) you want to edit and click Edit. You can also create a new group policy object and click Edit.

5.
In the left console tree of the GPO Editor, expand the appropriate nodes and click Computer Configuration | Windows Settings | Security settings | Local Policy | Audit Policy. 

6.
Select the item for which you want to define the policy and double click it.

7.
Check the success and/or failure option box(es) to enable security auditing.

8.
Click OK or Apply.

EXERCISE END

Enabling auditing of object access

In addition to defining an audit policy, as you learned to do in the exercises, you must enable auditing on each particular object for which you want to audit access. In this section, we will discuss how to enable auditing on objects, files and folders.

Auditing Settings on Objects

Objects include Registry keys, printers, files and folders, and so forth. Every Windows object has a security information object attached to it. It is referred as the Security Descriptor of the object. The security descriptor contains permission and auditing information on the object. The security descriptor will hold information on the groups and individual users that are authorized to manipulate the object, and defines what level of access each has to the object. This part of the security descriptor is referred to as Discretionary Access Control List (DACL). 
Note
The DACL is the part of the security descriptor that grants or denies access to individuals or groups for the object. These permissions can be assigned by anyone with “change permissions” credentials. Hence it is under the discretion of the owner to assign access rights.

The security descriptor also contains the auditing information for the object. This part of the descriptor is referred to as the System Access Control List (SACL). The SACL describes the auditing activity on a group basis. The SACL details the audit policy with the following features:


The individual or group accounts that are to be audited when they access the object.


The operation to be audited.


The type of access to document in the Security log. The available types are success and failure audits. The permission rights (which are dictated by the DACL) will verify the user access rights when you try to log success or failure audits.

You can also specify the audit permissions for objects that are in the inheritance tree using the SACL. This will enable all child objects to inherit the audit policy from their parent objects. Refer to the section titled Understanding the effect of inheritance on file and folder auditing for more information on this.

Understanding Operation-based Auditing of Files and Folders

Operation Based Auditing is a new feature in Windows Server 2003. Operation based auditing provides a more detailed audit trail than its Windows 2000 and XP counterparts. You could determine that a user gained access to an object in Windows 2000 or XP environments, but you could not audit the operations that were performed on that object. Operations are the activities, such as  write or read details of an object. You can now audit these operation details under Windows Server 2003. ) You can use operation based auditing to audit files or folders allowing you to configure logging of both the file access details and the operations on those files (i.e. read or write).

Note
Operation based audits are categorized as object audits in the security log. They are easily distinguishable by their unique event ID. The event ID is 567. These events are generated the first time the operation is invoked by the system. They only apply to files and folders, not other types of Active Directory objects.

You need to first enable Audit Object Access to enable operation based auditing. (Refer to the Defining and Auditing Policies section earlier in the chapter). 

Applying and Modifying Audit Policy Settings

In this section, you will learn how to apply and modify the audit policy settings. We will first discuss applying the audit policy on files and folders,  then you will learn to apply the audit policy as a Group Policy on domain controllers.

Policy Settings for Local Files and Folders

Auditing can only be enabled for files and folders that are located on NTFS drives. Thus, the first step in auditing local files and folders on your Windows Server 2003 computer is to verify that the files and folders you want to audit are stored on a NTFS volume. 

Note

You can use the convert.exe utility to convert a FAT or FAT32 partition to NTFS without losing data, but be aware that this is a one-way operation; you cannot convert back without formatting the disk and losing all the data on it. It is highly recommended, for security, reliability and performance reasons, that all partitions on all servers in a production environment be formatted in NTFS.

Auditing can be a resource intensive operation if you choose to audit a large number of objects. Because of this, you might need to select the files and folders you want to audit carefully, and audit only those that you really need to, in order to avoid filling your disk space and degrading performance due to the overhead of auditing.  

Exercise 9.05 walks you through the process of enabling auditing on a file or a folder.

Exercise 9.05

Adding an audit settings for files and folders

1.
Open Windows Explorer (Start | Accessories | Windows Explorer)

2.
Navigate to the file or the folder you on which you want to enable audit policy. Select the c:\test directory for this exercise.

3.
Click Properties and navigate to the Security tab.

4.
Click the Advanced button and select the Auditing Tab. Your screen should be similar to Figure 9.21. You will be able to see the existing audit entries on the folder. You can select the Edit button or the Remove button to modify the existing properties or remove the entry. Auditing is enabled at the user or group level. Our example shows that the built in Administrator account has access audited on this folder. Click the Edit button to get the list of activities/ operations for which the Administrator is audited on this folder. To add an account to be audited on this folder, click the Add button. (Refer to the Understanding the effects of inheritance section later in this chapter for more information about the bottom two option boxes. They are related to inheriting audit policies.)

Figure 9.21 Adding and modifying auditing properties on a folder.
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1. 5.
You will be asked to select the user account or group account that is to be audited on this folder. The Select User or Group window will appear, as shown in Figure 9.22 and you can type the user name in the text box and click the Check Names button to verify it. Click the Advanced button to extend this screen so you can query Active Directory for a specific object. You can specify whether you are only interested in the users, groups or all accounts by clicking on the Object Types button.  Click the Find Now button to get a complete list of the users. ( I will select the built-in Administrator account from this list for this demonstration. Please use your valid user account in your case.). Click OK after you select the account..

Figure 9.22 Selecting a user or group to audit
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6.
Next, you can select the operations you wish to audit. You will see an auditing entry for the FolderName window to set your audit configurations. Use the option boxes and check the success and/or failure activities you want to audit for. You can choose whether you want to apply the audit policy on the child sub directories, file or just test directory by selecting the correct option from the Apply onto list box. For this exercise, enable success and failure auditing on the test directory for child file, folder creations and deletions. If you wish to prevent audit policy from being inherited by child directories, check the Apply these auditing entries to objects and/or containers within this container only check box. Click OK to finish applying audit policy on the test directory. See Figure 9.23.

Figure 9.23 Configuring audit activities 
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EXERCISE END

Using Group Policy

You can apply an audit policy to your active directory users and organizational units by editing an applicable Group Policy Object. The process is similar to enabling Audit Policy on files and folders. You need to modify the Group Policy on the active directory object (domain or OU) to do this. Exercise 9.06 walks you through the steps.

Exercise 9.06

Specifying group policy

1.
Click Start | Run and type mmc to open an empty management console. 

2.
Select Add Snap in from the File menu and click Add.
3.
Select Group Policy Editor and click Add.

4.
In the Select Group Policy Object dialog box, click the Browse button to select the correct Group Policy object for the domain or organizational unit. The group policy object will open in the GPO Editor.

5.
To specify the file auditing policy, navigate to Computer Configuration | Windows Settings | Security Settings | File System node in the left pane of the GPO Editor.

6.
Right click the File System node to add the auditing details for a file or a folder. Navigate to the file or folder on which you want to set auditing, using the browse interface, and click Properties. Then click Edit Security to enter the auditing details, as you did in steps 4 through 6 of the previous exercise. 

EXERCISE END

Understanding the Effect of Inheritance on File and Folder Auditing

You can apply an audit policy on an inheritance tree. This means the child object can inherit the parent object’s audit policies. A child object has inherited audit policy settings from a parent object if the following conditions are present:


The option boxes in the Access area are not available from the Auditing Entry for File or FolderName window, as shown in figure 9.23.


The Remove button will be grayed out from the Advanced security settings for the File or FolderName dialog box, as shown in  Figure 9.21.

It is easy to enable auditing on the child nodes. Check the  Allow inheritable auditing entries from the parent to propagate to this object and all child objects. Include these with entries explicitly defined here checkbox as shown in Figure 9.21. This is enabled by default. Therefore auditing for the child objects is enabled by default in Windows Server 2003. 

You can also prevent the parent audit policy being inherited by a child node. (The inheritance does not apply in this case). This is done by unchecking the option box Apply these auditing entries to objects and/or containers within this container only from the Auditing Entry For File or FolderName dialog box, as shown in Figure 9.23 . You can individually change the audit policies on each child object by using this method. You can also make changes to the parent folder’s audit policy so that the new policies will propagate to the child objects. This results in the  parent and child objects having the same policies.

